


HoBbiu rnodbanbHbLIUN BbI3OB

UHdopmaumoHHasa 6e3onacHOCTb Bce OonbLlue BNMSAeT Ha HaAeXHOCTb 3NIeKTPOCHabXeHUs

UTOo MOXeET nomMeluaTb YCTONYMBOMY KOHTEKCT, B KOTOPOM Mbl HaxoauMCs
Pa3BUTUIO U PYHKLMOHUPOBAHUIO cerogHs (1 3TO0 HAQOMNro):
ANeKTpoaHepreTukn PPO?

= bynyllee Bce TpygHee npenBuaeTh,

m Cepbe3Hb|e OL|J|/|6KV| B Bbl60pe coObITusA Pa3BNBAOTCH 6b|CTpO 7

TpaeKkTopun AarnbHenLwero nyTu «TYPOYrEeHTHOY

Pa3BUTUA, IT1IaBHbIE N3 KOTOPbIX. H S
= HepaBHOMEPHOCTb AOCTUXKEHUN U

TEXHMYECKOro nporpecca B pasHbiX 0b6nacTax
* YyCTnTb BOSMOXHOCTU

°* HEe NpegyCMOTPETbL PUCKU = Ycunuearolleecs ConepHMYecTBo
* OLULMOUTBLCH B NPOrHO3ax (caHKumMu cyTb HegobpocoBecTHas
KOHKYpeHLMnSA)

Jlyqwe npo2HOo3uposamsb lMoebiwamb KOHKYpPeHmMocrnocobHocmb



Pucku u orpaHn4eHumsA, cyuiecrsyroiime m HoOBble

MOCTOAHHbLIE HOBbI€ pacTyLliune

Puckun AJIEKTPO3HEPIETUKUN KaK OTPAaCSIN. HeO6XO,EI,I/IMO NMPOrHo3npoBaTb Mpuv niiaHMpoBaHUN pPa3BUTUA.

— aBapuM U TeXHOreHHble KatacTpodbl — «[lekap6GoOHU3aLMA N IHEPreTUYEeCKUM nepexon», MHMUMaTUBbI No
BBEAEHWNI0 TPAHCTPAHNYHOTO YrNepoaHOro peryrnmpoBaHusi, a no cyTu,

— NPUPOAHbIe KaTacTpodbl Hanora Ha 3KCrnopT MCKOMaeMoro Tonnuea;
— «CaHKUMN» — 370 He TONbKO OrpaHMYeHne OoCcTyna K TEXHOMNOMnSM,

— HenpeaBuAeHHble U3MEHEeHUA B cripoce HO 1 HeQoOpPOCOBECTHAs KOHKYPEHLINS;

— CHM)KeHUe UHBeCTULIMNA, HECOBEPLUEHCTBO pbIHKa — «M3ameHeHMe KnNumaTa» — KONNM4YeCTBO CTUXUINHBLIX BeacTeuii
HEYKITOHHO pacTeT BO BCEX KaTeropusx: reocmsmnyeckme,

— N3MEeHEHMe LIEH Ha 3NeKTPO3HepPruio U aHepropecypchbl METEeOopOsIornyeckune, rmaporiornieckme, YTo NpUBOANT K CHUMKEHNIO
Ha[EeXHOCTM SHEeProcHabXXeH1s 1 yBenn4eHuo NnoTpebHoCTH B

— N3MeHeHM1e 3aKoHoaaTenbLCTBa 3MNEKTPO3HEPIUM

— «Knbepyrposbi» — BpegOHOCHOe Bo3aencTasne Ha UT
— OTTOK cneunanucToB NHAPACTPYKTYPY MOXET MPUBECTU K MAacCOBbIM COOAM, gaxe
NoBpeXaeHNIO NepBuUYHOro obopyaoBaHus
— OLUMOKM B NPOEKTUPOBAHUN U NPON3BOACTBE
— «Teppopu3mMm» — 0COBEHHO B NPUrPaHNYHbIX TEPPUTOPUSX.
— HeJoCTaTKU B CTPOUTESNIbCTBE K coxanenuto n BJ1 n OPY nogcraHuum o4eHb yA3BUMBI.

[mobarbHble 3KONornyeckne n KnnmaTtmieckne sagaym, CToswmne nepeq 4ernoBeyvecTBoM, NOSINTUKN YAPOCTUNMN.
OcHOBHOW yrpo3on Ha3Banu rrobansHoe NoTensieHne, OCHOBHOM NMPUYNHOW — BbIOPOCHI YrieBoaopoados, a
BUHOBHOM, B€e3 JOSTNX HaY4YHbIX U3bICKaHUW, HAa3HaA4YUIN TPaaAULMOHHYIO TEMNSTOBYO QHEPTETUKY.



N3BeCTHbIe BbI3OBbLI U CNOCOOLI NPOTUBOAEUCTBUSA

C KakMnMn HOBbIMM Bbl30BaMU Mbl CTOJ'IKHyJ'IVICb?
B nepsyto oyepeab ¢ MmoanduKkauusamm
«cTapbix»! B oTtpacnu ygoanocb obecnevntb

Habniogalotca nsmeHeHnst B peCypCcHOM ageKkBaTHoOe nNpoTuBoAencTBue.
obecneyeHnn, cnocobax u KonmyecTBe aTak

5 bnarogaps «ctapbiM» MHCTPYMEHTaM:
= XaKTUBU3M UMK «naenHoe» XakepcrTBo.

OpagHo 13 nocneacTeuin, Bce 6onblue nporpamMmm
LWNPPOBanbLLMKOB He NpeaycMaTpuBatoT = BeinonHeHve npukasos PCTOK
BOCCTAHOBIEHNE OaHHbIX

= TpeboBaHusi no wmndpoBaHuto PChH

= Koonepauus xakepCKkux rpynnmpoBoOK.

OOmMeH NHCTpyMeHTamMn 1 pesynsratamu » Knaccudukaums oobektoB KN
npoBeaeHHbIX B3rIoMOB. CamMoe HENnpuUsTHOE, YTO K

3TOMY, pasymeeTcs, nony4atT AOCTYN U crneucnyxosbl. Coananue LeHTpos FocCOTMKA
= BoBrneyeHne «BTEMHYIOY.
Hanpumep, npegocTtaBrneHne MHCTPYMEHTOB AN
opraHusauum DDoS aTtak HeonpeneneHHoMy Kpyry
nnu, BOBreYeHne gaxe HecoBepLLUEHHONETHUX.

= CepTudukauma n artrectayms



HoBble BbI30Bbl U BOSMOXXHOCTM

C 4eMm CTONKHyNuch BrnepsbIe?

Bbinn eauHWYHbIE CryYan, KOTopble COOOLLIECTBO

KayecTBo, CnekTp peweHnin n pyHKLMOHaNbHOCTb

3Ha4YUTENBbHOro YKncra NpPoekToB open source MO
obycnaenueatoT ero Bce bonee WMpPoKoe NpMMeHeHne.
[MpoekTbl YacTO OBHOBNSAOTCA C LESblo paclUnMpeHns .
BO3MOXXHOCTEWN N UCNpaBiEHNsT OLLNBOK.

MNpeaHamepeHHOe BHeceHUe B Kog cBOGOAHOrO @

nporpaMmmMHoOro obecrne4yeHus yasaBumocTeun
back door ons obneryeHna nocregyowero B3rioma

HapyweHne yHKLUNOHANBHOCTH
OT npocTtoro oTkasa B pabote, 40 6bonee KOBAPHOro UCKaXKEHUS
pes3ynsraToB.

ABTOMAaTUYeCKas akTmBaums n npumeHeHne, ecnu NO
paboTtaet Ha TeppuTopun Poccun nnm B onpegeneHHbIX
opraHusauunsx

pa3paboTYMKOB OCYAUIO, NMOCKONbKY Takne AencTBUS
OVCKPeauTUpPYT camy Uaeto

PerynapHasa nybnukaunen «PekomeHgauunm no

MWHUMMU3ALNM BO3SMOXHbIX yrpo3 Vb»
HauunoHanbHbIM KOoOpAMHALWOHHBIM LIEHTPOM MO
KOMMbIOTEPHBIM MHLUMAEHTAM U3NOXEHHbIX:
MOHATHbLIM A3bIKOM;

MaKcMMarbHO akTyarbHbIX; HK u KU
MPEAETBHO KOHKPETHBIX Moot

Perynatopbl akTMBU3MpoBanu obLeHne ¢

npeacTaBUTENAMU OTPACIIN U SKCMNEPTHLIM
coobLwectBoM. Hanpumep, B pamkax « KCnepTHOW
rpynnel No knbepbesonacHocTu» Accoumaumnm

«LlndppoBas aHepreTukar Ll'M(I)POBAﬂ
SHEPTETHUKA

» MoXHo caenaTtb BbIBOA4, YTO MNOBCEMECTHO

HabngaeTca oTxo4 OT NOPOYHOU NPaAKTUKU
«OymMaxxHoOM 6e30nacHOCTU»



Common Vulnerability Scoring System (CVSS) //
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CVSS v.4.0 ”

AononHurensHas

—BPeMeHHbIS-MEFRIH—
KOHTEKCTHbIE METPUKN rpynna MeTpuk

BasoBble MeTPUKKN MeTpuku yrposst

BexTop arakv (AV)

Bnvanue Ha TpeboBanun K
AOCTYNHOCTL CPeAacTE N3meHeHHble BO3MOXHOCTE
Koucbuge?\;(g)anbnocrh akcnnyataymm (E) 6a30Bble MeTpUKM KOHQ)MAE;{CI{;)aﬂbHOCTM Besonacsoryi (8) asTomatusayuu (AU)

CnoxHocrs ataku (AC)
KouTpons Hag

TpeboBauuna
Boccravosnenue (R)
pecypcamu (V)

BnusiHue Ha
¥ yenoctHoctu (IR)

yenocTHocTs (V1)

YpoBeHb npusunernii

(PR)
BnusHue Ha
TpeGosaHua Ycunusa no CpoYHOCTL yCTpaHeHus

poctynHocTs (VA)
K gocTynHocTh (AR) pearupoBaHuio (RE) ysassumocTy (U)

BsaumopeiicTeue

c nons3osarenem (Ul) BrinAtwe Ha

KOHhMAeHUNaNbHOCTL
nocnegyoulei
cuecremsl (SC)

Tpagaaaii Ey—— CVSS v.4.0 asngaetca passutnem CVSS v.3.1

K atake (A
(AT) LeNOCTHOCTE

nocnegyrowen
cucremsl (SI)

[TnaHnpyeTca, 4To cTaHgapT byaet onybnmMkoBaH
nocneayei 1 okTa6psa 2023 roga. Koem odomuymansHon nyonukaumn!

cucrembl (SA)

- — U3MEHEHWIi He 6bn0o - — CYLLECTBEHHbIE U3MEHEHUS - - pobasneHo B CVSS v.4.0 - — orcytcreyer B CVSS v.4.0




Nb c TOYKK 3peHUnss NpakTUKn

Bbe3onacHoe pyHKUMOHMpPOBaHME N YCTOUYUBOE pa3BUTHE

3apadvy obecneveHusi Ib MoxHO

) npeancrtaBuUTb B BUAE aHarnora
A deKkTMBHOCTb nupammabl Macnoy ans
OnTnmmn / NMCUXonornn.
N\
CuTtyaumnoHHasn
OoCBeOMJIeHHOCTb B ocHOBaHWKM NEXUT BbINOMHEHUE
. TpeboBaHUM perynatopos — 0e3
CTOVKTYOHaS HALEKHOCTE 9TOro HEBO3MOXEH rerarbHbIn
PYkTYP A BU3HeC
Knbepyrpo3sbl <
N Mepbl 3alllNTbl 1/ —
Y L KETAC £ 0 hOYCTONMHBOCT YcTonunBoCcTb OM3Heca — 9TO B
) NepBylo0 oYepeab CHMXKEHNE pucka
~ KaTacTpodUnU4ecKknx nocneacTemm
- TpeboBaHusa perynatopos
Com pllance ) A JOCTUXKEHNE BEPXHErO YPOBHS —

9O (PEKTUBHOCTU MEPONMPUATUN,
HEBO3MOXXHO 6e3 cuTyauMOHHON
0OCBEeLOMJIEHHOCTU



YacTble owunbku npu nnaimposaHum Ub?

KoHuenTyanbHasa moaernb
HenpaBunbHas oueHKa TEKYLEro COCTOAHUSA WH¢opmaLMoHHON Be3onacHoOCTH

Owunbkm B pacnpeneneHnn pecypcoB
be3onacHOCTb KOMMIEKCHOE NOHATME MOMUMO CoBcTaeHHMKM
b Tyna BxoauT, Kak MUHUMYM, on3nyeckas Tpebyior npurao> 1T RPN C LebIO YMEHbLITS
3alMLLEHHOCTb, NOXapHasa 6e30nacHOCTb U T.r

Bnagetot

CHUXAKT

HenponopunoHanbHbIN BbIOOP pelueHnn
b — 31O TOXE BU3HEC U MAPKETUHIOBbLIE
KOMMaHUN UTPOKOB MOTYT ObITb OYeHb
ybeautenbHbl. 36bITOYHbIE peLleHns MoryT
Oaxke yBenuynTb «NOBEPXHOCTb A9 aTaku» wepes

MpeHebpexeHre NPOCTbIMU UHCTPYMEHTaMM, l"@)—“a"““"e""' e

Hanpumep, opraHn3aLMOHHOro nnaHa

|__03aboyeHbl HaAUuneMm Va3BUMOCTU

MCNoNb3YIOT L NOpPOXKAAIOT

AKTUBbI

MoryT HaHecTU yuwepb

OWwmnbKkN B y4eTe «4erioBe4eckoro pakropa» MpeoMeTHasi obnacTb crnoxHa U cneundunydHa,

HO noggaeTca AeKOMMNO3NLNK : )



Kak nx nsoexarn?

PasButumne un O6y‘-IeHl/|e CODOCTBEHHOM KOMaHAbl
YacTb NnpodunsnbHbIX cneumnannucToB OOMKHbI OCBOUTb
doyHKuMo Mb, Kak 4ONOMHUTESTIbHYKD KOMMETEHLMIO

anBﬂe‘-leHl/le KOHCYJ1bTaHTOB

icnonb3oBaHue nepenoBoro orbiTa, B TOM YACI1€E

3apybexxHoro
Jlydiimne npakTukm XopoLlo OKYMEHTUPOBAHbI, €CTb B
OTKPbITOM OCTYyne, Hanpumep, B pabounx rpynnax CIGRE

OOMeH onbITOM CO CMEXHbIMU KOMMNaHUAMU B
oTpacnu, Hay4yHOWn LLKOMOW

Bsanmopnencteue c NlocCOIMKA, naxe ecnu Bbl HE
0OBbEKT, AN KOTOPOro aTo 0bsizaTenbHO

[TpyuHATME pelleHnn, OCHOBAHHbIX HA OOBLEKTUBHbIX

N aKTyallbHbIX OaHHbIX N CbaKTaX

C onopou Ha COBPEMEHHbIE JOCTMXKEHNSA CTAaTUCTUKN,
aHanNUTUKM TEXHOMNOMIN UCKYCCTBEHHOIO UHTENMEKTa U
obpaboTka AaHHbIX

CtaHaapTbl 1 MUPOBOM ONbIT

NERC

NORTH AMERICAN ELECTRIC

NERC-CIP (CLUA n A3sng);

BDEW White Paper (fepmaHug,
EBpona);

ISA-62443 (International Society of
Automation)

NIST Special Publications 800 series
(CLA);

ISO 27000 series (MeXgyHapoaHbIe)

NIST

Ausgrid (KopnopaTunBHbIW, ABCTpanus

CIGRE ngré

ATO TONbKO NCTOYHUKKN! Kaxkabin
NCTOYHUK COOEPXKUT OECATKN, NHOraa
COTHWN OOKYMEHTOB.

Pa3symHo He dosepsimb ycmpoticmeam u 10, HO crieyuarsibHO ryioxux cmaHdapmos He Hanuwym : )



MnaHmpoBaHne unu gpyrom cnocoo6 AeKoMno3numm

HarnagHoe npeacTaBrieHne TeKkywero m ueneBoro CoOCTtoAHuA

BapwaHT cermeHTayumm meponpuaTmm no
obecnevenunto b

CucrtemHoe agMmuHUcTpupoBaHue (SA)
CeTteBas be3onacHocTb (NS)
besonacHocTb npunoxeHum (AS)

BesonacHoOCTb paboynx CTaHLUWUK, CEPBEPOB U
yctponcte (ESDS)

oeHTndumkauma, ayteHTMdmkaumsa v
ynpasneHne goctyrnom (IAAM)

3awmTa gaHHbIX U kpuntorpadpus (DPC)

MOHUTOPWHT, ynpasneHne obHOBNEHNAMU
(MVPM)

ABapuinHoe BOCCTaHOBNEHNE U pu3nyeckas
3awuta (HADRPP)

PearnpoBaHue Ha nHungeHTol (IR)
YnpaeneHue aktmeamun 1 noctaskamm (AMSC)

[MonnTtukn 6esonacHoCTU, ayauT n obyyeHune
nepcoHana (PAET)

10

PAET -

9
8
7
6
5
AMSC & a
| 3

HADRPP

SA

. AS

—~7—— ESDS

IAAM

MVPM

DPC

—— TeryLiee

—i— Llenesoe

B 3aBncMMOCTM OT BbIOpaHHOro ctaHgapTa
KONIM4ecTBO JOMEHOB MOXeT KonebaTtbcsa oT 10 oo 35!




[lepcnekTBHbIE NoaxoAabl

AOpyraa napagurma. be3sonacHocTb AomkHa ObITb HE HANIOXKEHHOW, @ BCTPOEHHOW: HEOTHLEMIIEMON YaCTbIO
APXUTEKTYPHBIX U TEXHUYECKUX PELLEHNN;

Ucnonb3oBaHue AOCTUXKEHUN UCKYCCTBEHHOro UHTenseKTa. B aHepreTn4eckon cucTteMe MOXHO co3daThb
aHanor UMMYHHOW CUCTEMbI, Koraa HETUMNYHOE UMK TEXHOMOIMYECKN OnacHoe nosBedeHne gmarHocTmpyeTcs,
nokanmayeTcs U aBToMaTn4eckn brnokmpyeTcs;

dwenoHnpoBaHHasa o6opoHa. CrnuwKoM [Oporo noadepXmBaTb YPOBEHb MaKCMMarbHOM Kubep-
3awmuieHHoCcTn. PasyMHO ncnonb3oBaTb YPOBHWU Yrpo3 U MfiaH 4eUCTBUN AN KaXXO0ro U3 HUX;
Ucnonb3oBaHue «honeypoty». [No3BonseTr obOHapyXuTb aTaky, OLUEHUTb MNepevYeHb CPeacTB U METOOOB
Xakepa n aBToMaTU4YeCKN NEPEBECTUN KPUTUYECKME KOMMNOHEHTbLI CUCTEMbI B 3aLLULLIEHHBIN PEXNM,
TexHonoruu pacnpegerieHHoro peectpa. [nga psga TexXHoNornyecknx 3agad TexHonornm brok4yenH moryT
ObITb Ny4wen ansTepHaTUBON LUNMPOBAHWUIO;

Co3paHue otpacneBbix SOC nnu NoakMtOYEHNE K yXKe CYLLECTBYHOLWMM CEPBUCAM.

UMmutaumoHHoe mogenupoBaHue n uudpoBon ABOUHUK. Ha Mogenn MoxXHO «npourpeiBaTb» MHOXECTBO
CUEeHapueB «4TO ecnu» N B pesynerate 6onee o60CHOBAHO NMaHMPOBATb OPraHM3aUNOHHbIE U TEXHUYECKNE
MeponpuaTnsa no obecneyveHnto MHOopMaunoHHON 6e30nacHOCTN.

[TpOoCTbIMM UX HA3BaTb HENMb34... ITO gorras goporal



MMntaumoHHoe mogenupoBaHue

* MiMntaumoHHoe mogenupoBaHne HOBbIW
ObiCTpOpasBnBaOLLMNCS TPEHL, KOTOPLIN
NO3BOSIAET CTPOUTbL MOLESNIN Ha CTbIKe
pasHbIX gucumninH. Hanpnmep, akKOHOMUKN,
B n texHonoruw.

* UT nHdpacTpyktypa u ee 3aljULLeHHOCTb
yCrneLwHo onucbiBaeTcs rpadamum

* MHOroaKkTopHbI/ aHanu3 crioXxHasa 3agada,
HO MaTtemMaTM4ecKum annapar, XOpOoLUO
pa3paboTaHHbIN Ans agpyrnx obnacren, noka
Marno ucnosnb3yetcs B Ib

* /I cneumanuctam 1 nuuam, NPUHUMaLLMM
PELLEHNS OCTPO He XBaTaeT HarnsaHown
BM3yanu3aLumn U NpoCTbIX METPUK.

Mogenwu MoryT ctatb O4HMM M3 PaKTOPOB, CHUXAOLWLMX HArpy3Ky Ha creumanucTtos rno Ub,

N No3BOJIAOLWLNE MOJTYHYUTb O6'beKTI/IBHyI-O KapTuHy nyTem pacdeTa OonbLIOro KonnyecTea cueHapunesB



Cneunanu3npoBaHHble UHOPMALNOHHbIE CUCTEMBbI

Li I 4
A ETHEDBI Mpouysccol WASEMMOCTH Yrpossl PrcEW KoHTpraepol (3awmural HMHuKnOgeHT I oy eHTel OTuyeThl CnpasoYHWEW ¥TUNWTH
AKTHEBI OprasuzaunoHHans Moaens DD BEKTB 3AUNTHI KnaccuipuEaTop aKTHEOB PeecTp akTHEOBE
= OBnacTb crioXxHa u
0L.| e B ﬂ H a n OT pe6 H O CT b KnaccudpuEaTop npoueccos BH3HeC-NpoUECChl TeXHONOTHYECKHE NPOLECCHI Mpoweccw HT
B M C D,nﬂ Marpuua oTEeTCTEEHHOCTH Mpouecckw medegxEmenTa HB Mpouenypw HB Ayout HB
NJ1aHNPOBaAHNA,
ﬂ,OKyMeHTOO60pOTa, KnaccuipHEaTOp YAZEHMOCTER @OopMa PErHCTPALMH BLIABMEHHOR YAZEMMOCTH
!
OTLI eT H 0 CT M M T n - KnaccHduEarop yrpos KnaccHopuEaTop HapywHTENed PeecTtp yrpoa
[ | y 6yx ran Te p N 1 C , Knacchipueatop pHCKOE MOHHTODHHT PHCKOB OUEHEN pHCEOB AHANHZ PUCKOB KoMMYyHHESLUHA PHCKOB

OPUCTOB — [[@apaHT,
otaen cobbita — CRM,
npounssoacTeo — ERP.

KOHTpMepB! (3amuTa) Monutiea KB Henw UB Kpurepun MB DD beKT 3alHTRI Mpodunk 2aWHTEl JAWNHTHBIE Mepkl
HHUWOEHTRI KnaccHpHEATOp HHUKWOEHTORB DopMa perHCTPaLHH HHIKWOEHTA

= C yem paboTaioTr Saxowss | Crawgaprei | Wecrpyiums

Bawum
CnpaBoYHHEN TeXHONOMHK 38Tk MoCTABWMHER pelleHHiA PeWeHnA no 3auume FmoccapHi TEPMHHOB
«Gezonachmkm»?!
MNeHepatop OTYETOB Wunopr JECnopT CoDLITHA TPHITEPLI YeeoMNeHHA

MeHto nepcnekTuBHON crneunann3npoBaHHOU NHPOPMaLMOHHOW CUCTEMDI,
«MopgenupoBaHMa U NOAAEPXKKN XKNIHEHHOIO LMKNa peweHnn no obecnedeHntio 6e€3o0nacHOCTU»



[MpakT4yeckKkmne pekomeHgaumum

N3onunpoBaTb He KPUTUYHLIE ANA OU3Heca peLueHns

Hanpumep, ecnu Ball KOprnopaTUBHbIM CalT HAXOAUTCSA B TOU XXe CEPBEPHON, YTO U NPOU3BOACTBEHHbIE
cepBepa, NepeHecnTe ero Ha CTOPOHHNN XOCTUHT;

YMeHbLWUTb NOBEPXHOCTb AJIA aTakKu

[lepecmoTpuUTE BCE yHAcneaoBaHHbIE PELLUEHUS, KOTOPbLIE Mano UCNOMb3YTCA, HO NPoaoSKaT paboTaTh B
NH(PPACTPYKTYPE, OTKAXXUTECH OT HUX;

3aaymMmaTbCs Hag NOJSIMTUKON «HYFeBOro MHTepHeTa» B KOPNopaTUBHON CEeTU

Bawin coTpyaHukM BCce 4TO UM Hado Anga obuweHus n gaxe ans padboTsbl CMOryT Nomny4ymTbe Ha CBOUX
cMapTdoHax, nnaHweTax, HoyTbykax, He NOAKMNIOYEHHbIX K KOopnopaTuBHoM ceTu. MoOunbHbIM MHTEPHET B
Poccumn 6bIcTpbin 1 gelueBbin!

NMepecMoTpeTb MNONMUTUKY pe3epBUpOBaHUA. Y0eOAUTbLCA, YTO MOXHO NOAHATLCA M3 Backup
3a4acTyo KpUTUYHbIEe ans busHeca pannbl MOXKHO YMECTUTb Ha «bbiToBOM» NAS;

OcTeperaTtbca cyonogpagyumkon

Ecnn Banomatot, Hanpumep, KOMMaHui, KOTopasa NOCTaBNSeT BaM BOAY AN Kyrepa, a 3To caenartb fnerko
OHU He 00bekT KW, To npu Hannuum nsnuuHero 4oBepust «MHEKUNS» MOXET MPOHUKHYTb 1 Bawun C;
BecTtu XypHanbl n noru cobbITUN, 3alimLLaTb UX OT USMEHEHUN

be3 HMX HM BaLUM COTPYOHMKM HM SKCNEepPTbl He CMOryT NPOBECTU paccriegoBaHne atak U ya3BMMOCTeN;

He yBnekarbcsa 6opbbou ¢ APT yrposamu

Kak nokasblBaeT npakTuka, Yalle Bcero npobnembl BO3HUKAKT N3-3a 3fIEMEHTaPHbIX NPOCYETOB U OLLMOOK



= 3HepreTuKa
3aBTpa

Hago YMeTb
MeyTaTh

15



HoBasa napaaurma obecne4vyeHusa HagexHoctu n => Ub

[lepexoq K ynpaBneHU0 HageXHOCTbIO C ONTMMMU3aumen
COBOKYIMHbIX pacxo4oB AHEPreTUKOB U NOTpebuTeneun Ha
obecneyeHne HageXXHOCTU (3KOHOMUYECKME CTUMYITbI)

[ToTpebutenun NpuHMMaT MakCMMaribHO akTUBHOE yYacTue B
ynpasfieHUN Harpy3Kkowu, nokanbHOW reHepaunm n pesepenpoBaHnm
(koHUenuua nHtepHeta aHeprum nnn SHEPHET)

CoBpeMeHHble OoCTUXeHNsA B 061actn MHPOPMaLUMOHHBIX U
TeNeKOMMYHUKaUNOHHbBIX TEXHOSTOMMI CTAHOBATCH (PyHAAMEHTOM
NHTEeNNeKTyarnbHbIX anekTpudeckux ceten (U3C).

(NpuknagHou ypoBeHb — HAbop TexHonornm smart grid)

[ocynapcTBeHHas NonuTuka, 3akpensieHHas B nporpamMve
«UndopoBas akoHoMmuka P®» (HoBasi perynatopHas 6asa)




A deKkT oT nepexona K ynpaBneHMIO HaAeXXHOCTbIO

Puck = BepoaTHOCTb (aHepreTunkmn) * Yiwepb (notpedburtens)

" 3a,£l,a‘-la 3HepFeTI/I KOB yMeH bLUANTb Bé pOHTHOCTb === Pacxo/ibl 3HEPreTUKOB Ha MOBbILLIEHNE HALEXHOCTU
I'IGpGGOeB B C-)ﬂeKTpOCHaG)KeH 1% == Pacxoabl notpebuTenen Ha 3awmTty ot nepeboes B

[ToTpebuTenb B CBOKO o4epeab, OOMKEH NPUHUMATL SMEKTPOCHABEHII
MepPbl K MUHMMMU3aLUM yuepba oT NnepepbIBOB B
9IEKTPOCHabXeHUN.,

= 5TO 9KOHOMUWYECKU LieriecoobpasHo:

« pacxodbl Ha JOCTUXKEHME U NogaepxaHue bonee
BbICOKMX YPOBHEW HaOEXXHOCTU pacTyT ObICTPO n

HenMMHENHO (MHorda aKcnoHeHuuanbHo!)
* YObITKN OT NEPEPLIBOB B 3fIEKTPOCHADXEHNN, ecrnun

npeaoTBpaTUTb KatacTpoduyeckne nocneacTsms, //;’//

NTMHENHO MPOMNOpPLMOHabHbl BPEMEHMU




Kak 06beanHnTb cyLlecTBYIOLMEe N HOBbIe Nnoaxoabi?

HavyaTtb MOXHO C UMUTALMOHHOTIO ModerimpoBaHnA

= Metoabl pacyeToB CTPYKTYPHOM U banaHCOBOU*
HaOEeXHOCTU INIeKTPOIHEpPreTUYeCKUX cuctem
XOPOLUO U3Yy4YeHbl U YyCreLwHO NPUMEHSIOTCS

= PesynbTaThl 3TUX PACYETOB U CYLLECTBYHOLLYHO
CTaTUCTMKY OTKa30B MOXHO MUCMONb3oBaTh A4
napameTpusaunmn n BepudurkaLmnm Moaenm

* MOXHO Ha4YMHaTb C BEPXHEYPOBHEBbLIX MOAESEN

» bpaTb B pacyeT TONbLKO caMble CYLLECTBEHHbIE
doakTopbl, BNUAKOLWME HA PUCKU N TUNOTE3bI 06 NX
nameHeHuax B onmxanwume 10 ner.

» B kayecTBe KpUTepusi, noasniexallero onTMmmsagmum
MOXHO MUCMOSIb30BaTb COBOKYMHbIE pacxoabl
9HEepreTMKOB 1 NoTpeduTenen Ha KOMMNEeHcaLuo
PUCKOB.

* CTAHOAPT CTO 59012820.27.010.005-2018
«Memoduyeckue YkasaHusi ro npoesedeHuro pacdemos banaHcosol HaleXXxHOCMu»

B nepsom rnpubnuxeHuu cocmasumse peecmp pPUCKOS
U 3ano/iHums Mampuuy

BeposiTHOCTb Peako OpHaxabl CnyyanHo | YacTto PerynsipHo
Ywep6

HesHauuTenbHbIV

Manbin

YMepeHHbI

e -
KaTaCTpOCba --

3agada cnoXxHas, BEPOSATHOCTb M yLepb onpeaenatTcs
cynepnosvumnen BrImaoLWmMx pakTopoB U NPUYMHHO-CNEaCTBEHHbIX
CBA3en, ABMNAILLNXCA CITOXKHOU PYHKLMEN BPEMEHM.

OpaHu cobbITMa MoryT ObITb TpUrrepamu gnsa apyrnx n (unm)
CyLLeCTBEHHbIM 0Opa3oM BINATbL HAa BEPOATHOCTL U yulepb.




BbiBOoAbLI U NpeanoXeHus

CmMeHa napagurmbl: oT obecnevyeHnst 6e30NacHOCTU K ynpaBrieHU0 6e30NacHOCTbIO —
TEXHUYecKasd, SKOHOMUYecKas 1 3aKkoHoaaTesibHaa nogaep’kka HoBbIX OTHOLLEHUW 3HEPreTUKOB-
npounssoaguTenen n notpebutenen — MutepHeta aHeprim nnm SHEPHET

LincdpoBana TpaHchopmaumsa Ha cnyxbe HageXXHOCTHU

— COCTaBWUTb PeecTp BO3MOXHOCTEN COBPEMEHHbLIX MHTENSEKTYanbHbIX MHPOPMaLMOHHbLIX U
KOMMYHUKaLMOHHbBIX CUCTEM N TPEHOO0B, KOTOPbIE MOXHO UCMNOMNbL30BaTh ANA NpeaoTBpaLleHNsa PUCKOB
NHPOPMaLMOHHOM BE30MacCHOCTU CHUXEHUA yulepba

OHTONnoOrus

NPUCTYNUTb K PeLUeHU0 aMONLMO3HON 3a8a4n —

nepexoda oT crioBapen, TaKCOHOMUK, TE3AyPYyCOB N TEMATUYECKNX KapT K OTPacrneBOW OHTOMNOMN —
HOBOMY YPOBHIO BO3MOXHOCTEN U CEMAHTUYECKOW CTPOroCcTn (N0C MalLMHOYNTAEMOCTb!)

UHdopmaumnmoHHasa 6a3a — akkymynmpoBaTtb B 6a3e gaHHbIX KofloccarbHble 00beMbI OTpacneBbIX
3HaHMW, ONbITa U NOEW, HAKOMNSEHHbIE B HAYYHbIX CTaTbsX, Aucceptaunsx, pesynsrarax HUOKP,
MaTtepuanax CIGRE, nateHTax noceBsiLLEHHbIE TEME HaaeXXHOCTW. [1poBeCTM MHOEKCALUMIO N aHanns3* ¢

npumeHeHnem TexHonorun Natural Language Processing, NLP
* XOpoLUun WaHC HauTu naeun, Kotopble B NPOLLNOM DObIf10 CNOXHO peann3oBaTb U MPO HUX 3a0bInu
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Cnacub6o 3a BHUMaHue!

Cekuus litvypv@yandex.ru
UHopMaLMNOHHbIX
HTC E3C TexHonorum
OnbiT, KBannpukauma n
HaAEeXHOCTDb nts-ees.ru @ntsees

https://www.nts-ees.ru https://t.me/ntsees



